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(54) Self-locking seal 

(57) An electronic seal (10) including a housing (12), 
alarm circuit (14) which when actuated provides an 
alarm signal, a wire (16) extending from the housing (1 2) 
and in electrical communication with the alarm circuitry 
(14), a locking element (11, 40, 58) which selectively 
lockingly engages the wire (16) to the housing (12), and 
a switch (15) external to the housing (12) in electrical 
communication with the locking element (11, 40, 58) 
which selectively unlocks the locking element (11, 40, 
58) to release the wire (16). There is also provided an 
electronic seal (10) including a housing (12) including 



alarm circuitry (14), the alarm circuitry (14) when actu- 
ated providing an alarm signal, a wire (16) extending 
from the housing (12) and in electrical communication 
with the alarm circuitry (1 4), the wire (16) being attached 
at a first point (1 8) and at a second point (20) thereof to 
the housing (12), a portion of the wire (16) between said 
first (18) and second (20) points, called a tying portion 
(22), being suitable for tying an object, wherein tamper- 
ing with the tying portion (22) actuates the alarm circuitry 
(14), and an adjustment device (32) for adjusting a 
length of the tying portion (22). 
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Description 

FIELD OF THE INVENTION 

[0001] The present invention relates to electronic 
seals generally, and particularly to a self-locking elec- 
tronic seal. 

BACKGROUND OF THE INVENTION 

. [0002] Electronic tags are known that can be attached 
to an object and monitored, sensed, or interrogated for 
purposes of preventing theft of or tampering with the ob- 
ject. For example, applicant/assignee's U.S. Patent Ap- 
plication No. 08/815,389, the disclosure of which is in- 
corporated herein by reference, describes a battery-op- 
erated electronic seal that, when tampered with, com- 
municates via a transceiver to a detection system for 
providing an alarm signal or other indication, and there- 
by detect the tampering and/or removal of the seal from 
an object sealed or tagged therewith. One of the elec- 
tronic seals described in U.S. Patent Application No. 
08/815,389 employs resistive wires which when tam- 
pered with provide an indication of such tampering. 

SUMMARY OF THE INVENTION 

[0003] The present invention seeks to provide im- 
provements to the electronic seal described in U.S. Pat- 
ent Application No. 08/815,389 which employs resistive 
wires. . In the seal of the present invention, there is a lock- 
ing element which selectively lockingly engages a wire, 
and the locking element can be unlocked only by means 
of an external switch. 

[0004] There is thus provided in accordance with a 
preferred embodiment of the present invention an elec- 
tronic, seal including a housing, alarm circuitry which 
when actuated provides an alarm signal, a wire extend- 
ing from the housing and in electrical communication 
with the alarm circuitry, a locking element which selec- 
tively lockingly engages the wire to the housing, and a 
switch external to the housing in electrical communica- 
tion with the locking element which selectively unlocks 
the locking element to release the wire. 
[0005] In accordance with a preferred embodiment of 
the present invention the switch is mounted on an ex- 
ternal surface of the housing. 

[0006] Further in accordance with a preferred embod- 
iment of the present invention the switch includes a cod- 
ed switch. 

[0007] Still further in accordance with a preferred em- 
bodiment of the present invention the external switch in- 
cludes a remote control device. 

[0008] Additionally in accordance with a preferred 
embodiment of the present invention the external switch 
includes a computer terminal in wireless communication 
with the housing. 

[0009] In accordance with a preferred embodiment of 



the present invention the locking element includes a so- 
lenoid which selectively lockingly engages the wire. 
[001 0] Further in accordance with a preferred embod- 
iment of the present invention the solenoid includes a 
s tongue which selectively protrudes from the solenoid 
and fixedly clamps the wire. 

[0011] Still further in accordance with a preferred em- 
bodiment of the present invention the wire is connected 
to an electrical jack and the solenoid includes a tongue 
which selectively protrudes from the solenoid and fixed- 
ly clamps the jack. 

[0012] Additionally in accordance with a preferred 
embodiment of the present invention the wire is wound 
around a bobbin and the solenoid selectively fixedly 
clamps the bobbin, thereby also clamping the wire. 
[0013] There is also provided in accordance with a 
preferred embodiment of the present invention an elec- 
tronic seal including a housing including alarm circuitry, 
the alarm circuitry when actuated providing an alarm 
signal, a wire extending from the housing and in electri- 
cal communication with the alarm circuitry, the wire be- 
ing attached at a first point and at a second point thereof 
to the housing, a portion of the wire between the first 
and second points, called a tying portion, being suitable 
for tying an object, wherein tampering with the tying por- 
tion actuates the alarm circuitry, and an adjustment de- 
vice for adjusting a length of the tying portion. 
[001 4] In accordance with a preferred embodiment of 
the present invention the adjustment device includes a 
yoke for wrapping therearound the tying portion. 
[001 5] Further in accordance with a preferred embod- 
iment of the present invention an electrical element is 
disposed through the yoke, the electrically element be- 
ing in electrical communication with the alarm circuitry, 
wherein a change in an electrical parameter of the elec- 
trical element is communicateo;to the alarm circuitry for 
actuation thereof. 

[0016] Still further the adjustment device includes a 
tightening device to which the wire is attached, the tight- 
ening device permitting the wire to be drawn out of and 
to be pulled into the housing, and substantially fixing the 
wire at the second point thereof. Preferably the tighten- 
ing device includes a locking element which selectively 
lockingly engages the wire. 

[0017] Additionally in accordance with a preferred 
embodiment of the present invention the tightening de- 
vice includes a bobbin around which the wire is wound 
and a locking element which selectively lockingly en- 
gages the bobbin. 

[001 8] In accordance with a preferred embodiment of 
the present invention a portion of the wire forms part of 
a Wheatstone bridge, in electrical communication with 
the alarm circuitry, for measuring changes in electrical 
resistance of the wire. 

[0019] Additionally in accordance with a preferred 
embodiment of the present invention the first point is at- 
tached to an electrical connector in electrical communi- 
cation with the alarm circuitry. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] The present invention will be understood and 
appreciated more fully from the following detailed de- 
scription, taken in conjunction with the drawings in 
which: 

Fig. 1 is a simplified pictorial illustration of an elec- 
tronic seal constructed and operative in accordance 
with a preferred embodiment of the present inven- 
tion with an external switch for unlocking a locking 
element which selectively lockingly engages a wire; 
Fig. 2 is a simplified pictorial illustration of an elec- 
tronic seal constructed and operative in accordance 
with another preferred embodiment of the present 
invention; 

Fig. 3 is a simplified pictorial illustration of an elec- 
tronic seal constructed and operative in accordance 
with yet another preferred embodiment of the 
present invention; 

Fig. 4 is a simplified pictorial illustration of an elec- 
tronic seal constructed and operative in accordance 
with still another preferred embodiment of the 
present invention and comprising a bobbin around 
which the wire is wound; 

Fig. 5 is a simplified block diagram of illustration of 
the electronic seal of Fig. 1; 

Fig. 6 is a simplified pictorial illustration of an elec- 
tronic seal constructed and operative in accordance 
with another preferred embodiment of the present 
invention and comprising a yoke for wrapping there- 
around a wire; and 

Fig. 7 is a simplified pictorial illustration of an elec- 
tronic seal constructed and operative in accordance 
with yet another preferred embodiment of the 
present invention and comprising an extender yoke 
for wrapping therearound a wire. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

[0021] Reference is now made to Fig. 1 which illus- 
trates an electronic seal 10 constructed and operative 
in accordance with a preferred embodiment of the 
present invention. 

[0022] Electronic seal 10 preferably includes a hous- 
ing 12 including alarm circuitry 14, which when actuated 
provides an alarm signal. Alarm circuitry 14 is preferably 
constructed in accordance with the circuitry disclosed in 
U. S. Patent Application No. 08/815,389. 
[0023] A wire 16 extends from housing 12 and is in 
electrical communication with alarm circuitry 14. Wire 
16 is attached at a first point 18 and, optionally at a sec- 
ond point 20 thereof, to housing 1 2. In the illustrated em- 
bodiment, first and second points 18 and 20 are electri- 
cal sockets mounted on an external surface of housing 
12. For convenience, a jack 19 may be attached to one 
end of wire 16 which fixedly mates with one of these 



electrical sockets. Tampering with any portion of wire 16 
actuates alarm circuitry 14. For example, as taught in 
U.S. Patent Application No. 08/815,389, wire 16 may be 
a frangible element, such as a shielded wire, which 
5 when broken provides an output indication of tampering 
with seal 10. Alternatively, wire 16 may comprise elec- 
trically resistive wire, and tampering with wire 16 causes 
a change in electrical resistance of the wire, which 
change is communicated to alarm circuitry 14 for actu- 
10 ation thereof. 

[0024] Electronic seal 10 preferably includes a locking 
element 11 which selectively lockingly engages wire 16 
to housing 12. In the embodiment of Fig. 1, locking ele- 
ment 11 comprises a solenoid 17 which selectively lock- 
's ingly engages wire 16. Solenoid 17 preferably includes 
a tongue 33 (shown generally U-shaped, but may be any 
other arbitrary shape) which selectively protrudes from 
solenoid 17 and fixedly clamps jack 1 9. As shown in Fig. 
1, two jacks 19 may be provided each of which is 

20 clamped by a corresponding solenoid 17. A switch 15, 
mounted externally on housing 12, and in electrical com- 
munication with locking element 11, selectively unlocks 
locking element 11 in order to release wire 16. Switch 
15 preferably is a coded switch that includes a plurality 

26 of keys or buttons 23 for entering a code for unlocking 
locking element 11. A display 21 may be provided on 
housing 12 for displaying signals, characters, numeral 
or letters, for example, related to the code or upon which 
the code may be based. 

30 {0025] Wire 16 is shown in Fig. 1 as being releasably 
attached at second point 20 to housing 1 2. Alternatively, 
wire 16 may be permanently attached at second point 
20 to housing 12. It is also appreciated that circuitry 14 
may alternatively be remotely located from electronic 

3S seal 10 and in communication therewith. 

[0026] Referring additionally to Fig. 5, it is seen that 
instead of a solenoid, other actuation apparatus may be 
used, such as, but not limited to, an electric motor, pie- 
zoelectric crystal actuator, pneumatic actuator, hydrau- 

40 He actuator, or spring-actuated actuator. 

[0027] Reference is now made to Fig. 2 which illus- 
trates electronic seal 10 actuated by a different kind of 
switch 27 in accordance with another preferred embod- 
iment of the present invention. In this embodiment, the 

45 switch 27 may include a remote control device 29i in 
wireless communication with a transceiver 31 connect- 
ed to circuitry 14 and solenoids 17. Transceiver 31 pref- 
erably not only receives a signal from remote control de- 
vice 29, but also wirelessly transmits an alarm signal 

50 generated by alarm circuitry 14. Alternatively, the re- 
mote control device or switch 27 may include a compu- 
ter terminal 41 and keyboard 43 in wireless communi- 
cation via a transmitter 45 with transceiver 31. In order 
to enhance security, the communication may be en- 

55 crypted. For example, well known encryption algo- 
rithms, such as RC-5, DES or DVB, may be employed. 
To provide an even greater level of trust, mutual zero- 
knowledge interaction authentication sessions between 
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the remote control device and seal 1 0 may be held, such 
as the so-called Fiat-Shamir authentication methods 
taught in US Patent 4,748,668 to Shamir and Fiat, the 
disclosure of which is incorporated herein by reference. 
[0026] Reference is now made to Fig. 3 which illus- 
trates an electronic seal 30 constructed and operative 
in accordance with yet another preferred embodiment 
of the present invention. Electronic seal 30 is preferably 
similar in construction to seal 10, with like elements be- 
ing designated by like numerals. Electronic seal 30 dif- 
fers from seal 10 in that seal 30 includes an adjustment 
device 32 which comprises a tightening device 34 to 
which wire 16 is attached. Tightening device 34 prefer- 
ably includes a conduit 36 through which wire 1 6 can be 
drawn out. of and pulled into housing 1 2 (in the directions 
generally indicated by arrows 38), and a locking element 
40 which selectively lockingly engages wire 16 so as to 
substantially fix wire 16 at a second point 42 thereof. 
Locking element 40 is preferably in electrical communi- 
cation with alarm circuitry 14 and comprises a solenoid 
49 which clamps down on wire 16, for example. Locking 
element 40 is also preferably in electrical communica- 
tion with wire 16, so that any attempt to disconnect or 
detach wire 16 from locking element 40 will be sensed 
by alarm circuitry 14. Thus, locking element 40 and wire 
16 serve as an electronic lock. In this embodiment, wire 
1 6 is preferably, but not necessarily, an unshielded re- 
sistive wire whose resistance can be measured from the 
outside, such as a conductive elastomer, e.g., an elas- 
tomeric RF gasket material. 

[0029] In accordance with a preferred embodiment of 
the present invention, a portion of wire 16 can be used 
to form part of a Wheatstone bridge 37, in electrical com- 
munication with alarm circuitry 1 4, for measuring chang- 
es in electrical resistance of wire 16. 
[0030] Reference is now made to Fig. 4 which illus- 
trates an electronic seal 50 constructed and operative 
in accordance with yet another preferred embodiment 
of the present invention. Electronic seal 50 is preferably 
similar in construction to seal 10, with like elements be- 
ing designated by like numerals. Electronic seal 50 dif- 
fers from seal 10 in that seal 50 includes an adjustment 
device 52 which comprises a tightening device 54 to 
which wire 16 is attached. Tightening device 54 prefer- 
ably includes a bobbin 56 around which wire 1 6 is wound 
and a locking element 58, preferably a solenoid 61, 
which selectively lockingly engages bobbin 56. Bobbin 
56 may include a gear, in which case solenoid 61 pref- 
erably includes a tongue 63 which engages the teeth of 
the gear so as to substantially fix wire 16 at a second 
point 59 thereof. It is appreciated that locking element 
58 may be manually or automatically locked and un- 
locked, as well as by remote control. Preferably the an- 
gular position and/or rotation of bobbin 56 is measured 
by a measuring device 60, such as an encoder. The in- 
itial angular position of bobbin 56, i.e., after sealing the 
object with seal 50, is fed to the alarm circuitry 14. Any 
angular change in the position of bobbin 56 is then used 



as a criterion for detection of tampering. 
[0031] Further embodiments of the invention will now 
be described which are particularly useful as electronic 
seals for tying sacks and the like. 
s [0032] It is very common to close sacks, bags and the 
like by tying them with rope, cord, string, wire, etc., and 
then seal the tie with some type of inspector's seal which 
provides an indication of tampering with the seal. Such 
seals are generally mechanical in nature, such as the 
10 familiar lead seal lug on electrical meters, or quality as- 
surance decals on the lids of electronic equipment. 
[0033] However, electronic seals have not been used 
in the art for sealing sacks. Although one of the elec- 
tronic seals described in U.S. Patent Application No. 
is 08/815,389 employs resistive wires which when tam- 
pered with provide an indication of such tampering, nev- 
ertheless these wires are not readily applicable for pro- 
viding a tampering indication when tied to a sack. One 
of the reasons is that the wires have a fixed length and 
after tying there is a portion of the wires which is inevi- 
tably left loose or dangling. If any portion of the wire is 
tampered with, dangling or not, an alarm will be sound- 
ed. However, in general, the alarm will be indicative of 
an actual attempt to break into the sack only if the part 
of the wire that is wrapped around and actually sealing 
the sack is tampered with. On the other hand, tampering 
with the dangling part is not necessarily indicative of an 
attempt to pilfer or tamper with the contents of the sack, 
and thus would constitute a false alarm. 
[0034] Reference is now made to Fig. 6 which illus- 
trates an electronic seal 10* constructed and operative 
in accordance with a preferred embodiment of the 
present invention, and which is particularly useful as a 
seal for tying and securing a sack and the tike. 
[0035] Electronic seal 10' is preferably similar in con- 
struction to seal 10, with like elements being designated 
by like numerals. In electronic seal 10', a tying portion 
22 of wire 16 is defined between first and second points 

18 and 20 which is suitable for tying an object, such as 
a sack or hasp, for example. Tampering with any portion 
of wire 1 6 actuates alarm circuitry 1 4, as described here- 
inabove. 

[0036] In order not to have an unwanted dangling por- 
tion of wire 16 after tying the object, an adjustment de- 
vice 24 is provided for adjusting a length of tying portion 
22. In the embodiment of Fig. 6, adjustment device 24 
comprises a yoke 26 for wrapping therearound tying 
portion 22. Typically a user ties an object with wire 16, 
jack 19 being the free end of wire 16 during tying, and 
wraps any extra wire around yoke 26. Thereafter, jack 

19 is fixedly connected to housing 12 at first point 18, 
and seal 10 is ready for monitoring any tampering with 
the object. An electrical jelement 28, such as an electri- 
cally resistive element or a conductive wire, is disposed 
through yoke 26, electricai element 28 being in electrical 
communication with alarm circuitry 14. Tampering with 
yoke 26, or with the windings of wire 1 6 therearound, 
causes a change in electrical resistance, capacitance 
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or any other electrical parameter, of electrical element 
28, which change is communicated to alarm circuitry 1 4 
for actuation thereof. 

[0037] Reference is now made to Fig. 7 which illus- 
trates an alternative version of seal 10' wherein yoke 26 
is replaced by an extender yoke 89. In this embodiment, 
first and second points 18 and 20 are electrical connec- 
tors mounted on an external surface of extender yoke 
89. In this embodiment, electrical element 28 is routed 
through the entire inner structure of extender yoke 89. 
Except for the aforementioned differences, the embod- 
iment of Fig. 7 operates identically to the embodiment 
of Fig. 6. 

[0038] It is noted that the embodiments of Figs. I and 
2, if provided with a sufficient length of wire 16 between 
first and second points 18 and 20, can be used to tie 
and secure sacks and the like, although' these embodi- 
ments lack an adjustment device. 

[0039] However, the embodiments of Figs. 3 and 4 
can readily be use to tie and secure sacks and the like, 
wherein the adjustment device 32 and 52 are provided 
which comprise tightening devices 34 and 54, respec- 
tively, as described hereinabove. 

[0040] it will be appreciated by persons skilled in the 
art that the present invention is not limited by what has 
been particularly shown and described hereinabove. 
Rather the scope of the present invention includes both 
combinations and subcombinations of the features de- 
scribed hereinabove as well as modifications and vari- 
ations thereof which would occur to a person of skill in 
the art upon reading the foregoing description and which 
are not in the prior art. 

Claims 

1. An electronic seal (10) comprising: 

a housing (12); 

alarm circuitry (14) which when actuated pro- 
vides an alarm signal; and 
a wire (16) extending from said housing (12) 
and in electrical communication with said alarm 
circuitry (14); 

characterized by a locking element (11, 40, 
. 58) which selectively lockingly engages said wire 
(16) to said housing (12); and 

a switch (1 5, 27) external to said housing (12) 
in electrical communication with said locking ele- 
ment (11, 40, 58) which selectively unlocks said 
locking element (11, 40, 58) to release said wire 
(16). 

2. The electronic seal (1 0) according to claim 1 , further 
characterized in that said alarm circuitry (14) de- 
tects an open circuit in a circuit comprising said 
alarm circuitry (1 4) and at least one of said wire (16) 



and said locking element (11, 40, 58). 

3. The electronic seal (10) according to claim 1, further 
characterized in that said switch (1 5, 27) is mounted 

5 on an external surface of said housing (12). 

4. The electronic seal (10) according to claim 3, further 
characterized in that said switch (15) comprises a 
coded switch. 

10 

5. The electronic seal (10) according to claim 1, further 
characterized in that said switch (27) comprises a 
remote control device (29). 

is 6. The electronic seal (10) according to claim 5, further 
characterized in that said remote control device (29) 
communicates with said seal by means of encrypt- 
ed communication. 

20 7. The method according to claim 6, further character- 
ized in that said encrypted communication compris- 
es a mutual zero-knowledge interaction authentica- 
tion session. 

2S 8. The electronic seal (10) according to claim 5, further 
characterized in that said remote control device (29) 
comprises a computer terminal (41) in wireless 
communication with said housing (12). 

30 9. The electronic seal (1 0) according to claim 1 , further 
characterized in that said locking element (11, 40, 
58) comprises a solenoid (17, 49, 61) which selec- 
tively lockingly engages said wire (16). 

35 1 o. The electronic seal (1 0) according to claim 9, further 
characterized in that said solenoid (17) comprises 
a tongue (33) which selectively protrudes from said 
solenoid (17) and fixedly clamps said wire (16). 

^o 11. The electronic seal (1 0) according to claim 9, further 
characterized in that said wire (16) is connected to 
an electrical jack (1 9) and said solenoid (17) com- 
prises a tongue (33) which selectively protrudes 
from said solenoid (1 7) and fixedly clamps said jack 

45 (19). 

12. The electronic seal (10) according to claim 9, further 
characterized in that said wire (1 6) is wound around 
a bobbin (56) and said solenoid (61 ) selectively fix- 
so edly clamps said bobbin (56), thereby also clamping 

said wire (16). 

1 3. The electronic seal (10) according to claim 1 , further 
characterized in that said locking element (11, 40, 

ss 58) is selected from the group consisting of an elec- 
tric motor, a piezoelectric crystal actuator, a pneu- 
matic actuator, a hydraulic actuator, and a spring- 
actuated actuator. 
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14. The electronic seal (10) according to claim 1 , further 
characterized in that said wire (16) which extends 
from said housing (12) is attached at a first point 
(18) and at a second point (20) thereof to said hous- 
ing (1 2), and a portion of said wire (1 6) between said 
first (1 8) and second (20) points, called a tying por- 
tion (22), is suitable for tying an object, wherein tam- 
pering with said wire (16) actuates said alarm cir- 
cuitry (14), and the seal further comprises an ad- 
justment device (32) for adjusting a length of said 
tying portion (22). 

15. An electronic seal (10) comprising: 

a housing (12) comprising alarm circuitry (14), 
said alarm circuitry (14) when actuated providing an 
alarm signal; 

characterized by a wire (16) extending from 
said housing (12) and in electrical communication 
with said alarm circuitry (14), said wire (16) being 
attached at a first point (1 8) and at a second point 
(20) thereof to said housing (12), a portion of said 
wire (16) between said first (18) and second (20) 
points, called a tying portion (22), being suitable for 
tying an object, wherein tampering with said wire 
(16) actuates said alarm circuitry (14); and 

an adjustment device (32) for adjusting a 
length of said tying portion (22). 

16. The electronic seal (10) according to claim 15, fur- 
ther characterized in that said adjustment device 
(32) comprises a yoke (26) for wrapping therea- 
round said tying portion (22). 

17. The electronic seal (10) according to claim 16, fur- 
ther characterized in that an electrical element (28) 
is disposed through said yoke (26), said electrical 
element (28) being in electrical communication with 
said alarm circuitry (14), wherein a change in an 
electrical parameter of said electrical element (28) 
is communicated to said alarm circuitry (14) for ac- 
tuation thereof. 

18. The electronic seal (10) according to claim 15, fur- 
ther characterized in that said adjustment device 
(32) comprises a tightening device (34) to which 
said wire (16) is attached, said tightening device 
(34) permitting said wire (1 6) to be drawn out of and 
to be pulled into said housing (1 2), and substantially 
fixing said wire (1 6) at said second point (20) there- 
of. 

19. The electronic seal (10) according to claim 18, fur- 
ther characterized in that said tightening device (34) 
comprises a locking element (11 , 40, 58) which se- 
lectively lockingly engages said wire (16). 

20. The electronic seal (10) according to claim 18, fur- 
ther characterized in that said tightening device (34) 



comprises a bobbin (56) around which said wire 
(16) is wound and a locking element (11, 40, 58) 
which selectively lockingly engages said bobbin 
(56). 

5 

21. The electronic seal (10) according to claim 18, and 
further comprising a measuring device (60) that 
measures a change in angular position of said bob- 
bin (56), said measuring device (60) using said 

10 change to actuate said alarm circuitry (14). 

22. The electronic seal (10) according to claim 15, fur- 
ther characterized in that a portion of said wire (16) 
forms part of a Wheatstone bridge (37) in electrical 

is communication with said alarm circuitry (14) for 
measuring changes in electrical resistance of said 
wire (16). 

23. The electronic seal (10) according to claim 15, fur- 
?o ther characterized in that said first point (18) is at- 
tached to an electrical connector (19) in electrical 
communication with said alarm circuitry (14). 
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